Enforcing Security Policies

NetVanta

Key Differentiator

Microsoft®
Desktop Auditing

Providing Insight Into Your Network
With an increasingly mobile workforce, technology portability, and the
increase in wireless LANs, businesses are having a much harder time
detecting rogue network devices and ensuring network security policies
for their employees and business users. It is critical that the network
infrastructure be able to protect your internal network from intruders
and outside threats. To do this, IT administrators and business users
alike are responsible for enforcing and adhering to stringent security
settings and policies for computers and other client devices on the
business network.
ADTRAN can provide you with the tools to audit user devices and
determine if client connections are secure. This is another opportunity to
detect rogue devices and protect against the possibility of data breaches
that compromise your business and your customers. Data breaches
occurring as a result of users not adhering to corporate business security
guidelines for computers and other devices connected to the corporate
network can be costly!
n

The average cost of a data breach reached nearly $3.5 million
(globally) in 2009, or approximately $142 for each customer record
that was compromised.*

n

Businesses in the U.S. risk higher costs associated with data losses,
including an average cost of lost business that is the equivalent to
66 percent of overall expenses.*

* Research findings as reported in a study by the Ponemon Institute.
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The NetVanta Desktop Audit
The NetVanta Desktop Audit feature available in NetVanta Layer 3
Switches provides insight into security settings of client computers
and other devices connected to the network. This innovative feature
provides an a lot of health and security-related information on the
client computer. It also allows NetVanta Switches to audit the network
and determine if users have appropriate corporate or enforced security
policies, such as firewall parameters and activated antivirus settings.
This feature can help identify rogue, unprotected devices that connect
to the network to help you rapidly identify vulnerabilities.
The Desktop Auditing feature functions by monitoring Dynamic
Host Configuration Protocol (DHCP) exchanges between the server
and clients on the network. Using DHCP in conjunction with the
Microsoft® Network Access Protection (NAP) Protocol, the NetVanta
Desktop Audit feature monitors the health of client computers.
These protocols work together to ensure that systems connected
to the network are using the appropriate settings.

A Closer Look
NetVanta Desktop Audit reviews Network Access Protection (NAP)
Statement of Health (SoH) messages, which represent one or more
aspects of a client’s health state. This allows network administrators
to quickly identify devices on the network that do not meet established
IT or business security policies.
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When Desktop Auditing is Enabled, the NetVanta
Switch Collects Client DHCP Information Such as:
n
n
n
n
n
n
n

Why It’s Important to Audit NAP SoH Messages
n

Enforce health requirements for roaming laptops when they
reconnect to the company network.

n

Determine the health and restrict access of laptops brought to
an organization by visitors and partners.*

n

Verify the health and policy compliance of unmanaged home
computers that connect to the company network through a
Virtual Private Network (VPN).

n

Ensure the health of desktop computers on the Local Area
Network (LAN) that are configured for DHCP or that connect
through 802.1X authenticating devices, or that have IPsec
policies applied to their communications.

* Source: “What does Network Access Protection do?”—Microsoft/TechNet
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The Medium Access Control (MAC) address
IP addresses
Virtual Local Area Network (VLAN) ID
Device Host Name
Source Port
DHCP Server MAC and IP address
Date and time of the last DHCP information update

NetVanta Desktop Audit Also Displayes the NAP
Information Collected. This Includes the Clients:
n
n
n
n
n
n
n
n

Operating System (OS) version and service pack
Processor architecture
Firewall name and state
Antivirus name and state
Antispyware name and state
Automatic update configuration
Security update information
NAP state (enabled or disabled) and the NAP state of the server

Clients must be running Microsoft® Windows XP Service Pack 3 or later.
ADTRAN does not provide customer support for NAP configuration on
client PCs. For information on how to configure your PC to support NAP
over DHCP, refer to your operating system manual.

ADTRAN Brings You Security
ADTRAN offers a full suite of business connectivity solutions
that include inherent security mechanisms, like the innovative
Microsoft Desktop Auditing feature. This security feature
can help you secure your network, identify vulnerabilities in
relation to the network components, and can help you to
become compliant with industry enforced security standards.
Visit our website today to access the latest information on
securing, cutting costs, and optimizing your network by investing in networking solutions from ADTRAN that can help you
prevent security breaches. www.adtran.com

Supported Platforms:

NetVanta 1534

NetVanta 1544
www.adtran.com 5

Is Your Network Vulnerable?
ADTRAN Offers Secure Solutions
Healthcare
As a healthcare provider, your business faces increased costs
and regulations—from compliance with the Health Insurance
Portability and Accountability Act (HIPAA) to government mandates
for the adoption of Electronic Health Records (EHRs). That’s why
it is critical for businesses, like yours, to implement and maintain
a best-in-class healthcare IT solution. ADTRAN offers a broad
range of secure, converged voice and data network communication solutions that fully support HIPAA requirements and EHR
implementation—while keeping your costs under control.

Financial
The risk for identity thefts continues to grow as hackers increasingly
target financial institutions with the intent to obtain administrative
passwords and Personal Identification Numbers (PINs). Hackers
not only steal confidential personal information that can be sold
for malicious intent, but they can quickly verify account balances,
increase balance limits, and create counterfeit credit and debit
cards. As a financial service provider, your business is held accountable for keeping customer data secure. ADTRAN can help—our
innovative, high-performance networking solutions mitigate your
security risks and keep you and your customers secure.
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Retail
Whether your business processes only a few credit card transactions
each month or many thousands, without the correct security mechanisms in place your business is at risk of becoming a target for a security
breach. As a merchant, you are also required to adhere to a strict Payment
Card Industry Data Security Standard (PCI DSS) and other increasingly
stringent network and data security regulations. ADTRAN solutions provide
quality, networking and security products that aid you in increasing the overall
customer experience and adhering to PCI standards for networking hardware.

Education
Technology helps break down geographic barriers and facilitates
global communications for enhanced interaction and learning at all
levels of the education system. Unfortunately, these technologies
may also introduce the liability of increased security breaches. For that
reason, ADTRAN has engineered cost-effective, high-performing, secure
voice and data network solutions for educational institutions. ADTRAN
products also qualify for E-Rate funding under the Internal Connection
category of service. E-Rate can provide discounts to assist eligible schools
and libraries in the U.S. to obtain affordable telecommunications services
and Internet access.
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ADTRAN, Inc.
Attn.: Enterprise Networks
901 Explorer Boulevard
Huntsville, AL 35806
800 9ADTRAN
www.adtran.com

Pre-Sales Technical Support
800 615-1176
application.engineer@adtran.com
www.adtran.com/support

Post-Sales Technical Support
888 423-8726 (888-4ADTRAN)
support@adtran.com
www.adtran.com/support

ACES Installation &
Maintenance Services
888 874-ACES
aces@adtran.com
www.adtran.com/support
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